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PRIVACY ON THE INTERNET: ATTITUDES AND BEHAVIOURS

Introduction

This study forms one of the outputs frothe VOME
(Visualisation and Other Methods of Expression)
collaborative research projecResearchers from the
Information Security Group (ISGRoyal Holloway,
University of London,the School of Hglish,
Sociology, Politics and Contemporary History
(ESPaCH)Salford University and Department of
Informatics and Sensors at Cranfield Defence and
Security Cranfield Universjt are working together
with privacy and consent practitioners fro@onsult
Hypeion and Sunderland City Coundil order to
develop new ways toengage service users and
service providers irprivacy and consentlialogues
within and related toon-line services The VOME
project is funded by the Technology Strategy Board
the Economic ad Social Research CounddSRL
and the Engineering and Physical Sciences Research
Council EPSRC VOME aims to produce methods
and tools fornegotiatingand engaging withprivacy
and consent These tools couldhelp service users
define,agreeand che& levels of privacy when using
the Internet and mighthelp service providers
NEaLl2yR Y2NBE STFSOlAg@St e
line policy concerns.

An online survey of over a thousand respondents
was carried out in partnership with Wiline as part

of the process of developing a backdrop to the
VOME researchPrivacy scales [1, 2] typically used to
measure privacy attitudes and behaviours have been
deployed in this survey so that comparisons can be
made with previous surveys of this naturéeOME
will use this survey in conjunction with the
qualitative researctturrently beingconducted byits
researchersin order to develop a more contoured
picture of online privacy attitudes and behaviours.
This picture will be presented in follean reports.
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Oveniew and Summary: Attitudes to
Privacy

Part L Internet Use and Attitudes

94% of respondents access the Internet at least once a day,
with a significant majority accessing it severaldsra day.
Just over half theespondents have been using the Internet
for between six and ten years. The remaining respondents
are divided quite evenly between those less experienced (0
¢ 5 years) and the me experienced (over 11 years). It is
important to note that, although these figures provide an
indicator of the number of years spent online, there are
other factors that contribute to Internet experience and the
qualitative research will look at these factors in some
detail. Nearly all the respondets (96%) are able to access
the Internet from home. The majority aldwave Internet
access at work, and 9% access the Internet at school. Very
few (3%) regularly use other means to access the Internet.

Activities on the Internet

Within the sample, usef e-mail is universal, with news,
web searches, shopping and use of online maps and
directions also very popular, with around 90% of
respondents having accessed these at some time.
Moderately popular activities include participation in social
networking sites, job searches, and searching for health
information. Rating products and services, which appears
to be a largely altruistic activity, is also moderately popular.

Activities such as participation in virtual worlds and online
dating scored low levek of actual participation despite
their extensive coverage in the media

Experience/Knowledge dPrivacy hvasion

Responses in this area are necessarily based on individual
perception, with some considering receipt of a single spam
e-mail to be an invasn of privacy, while others might
regard substantially greater intrusion as entirely normal.
Hearing news of privacy invasion is naturally more
commonly reported than direct experience of it.

Although the majority of respondents do not report misuse
of credit cards or other personal information, a very
substantial minority (22%) have experienced misuse in this
area. Indeed, of the top four concerns about Privacy on the
Internet expressed by respondents, two relate to credit
card misuse.

Significantly lowe levels of concern are reported around
unauthorised access to medical records.

Resources for Internet Use

The majority of respondents access the Internet via a wired
broadband connection (either DSL or cablgwever both
ISDN and wireless (dongle)easurprisingly common means

of access at 17% and 16% respectively. Most have access
to high speed links and report owning a wide ganof
access devices.

Attitudes towards Privacy

The responses to questions relating to overall concern
around privacy wold suggest a reasonably balanced
FddGAdGdzRS @ ¢KS fFNBSad 3INERdzL
with greater concern shown by 27% and less by 284ére

is a greater level of concern around personal information
being acquired by strangers than by familyefids and
acquaintances.

Attitudes towards Internet Mechanisms

The majority of respondents do not believe that sites will
honour the online privacy policies they have posted.
However, 86.6% reported that they are more comfortable
using a site which shovesprivacy seal, or other evidence of

third party audit. The tracking of web pages visited by an
individual is predominantly regarded as either harmful

(43.1%) or both helpful and harmful (39.7%). Very few
regard it as purely beneficial.

General Concerffor Privacy on the Internet

At the heart of the report is the ranking of general concerns
Fo2dzi tNAGFOe 2y (GKS LyGaSNy
associated with the highest level of concernThis is
perhapsin part due to the influenceof news storiesand

public information initiativesand in part due to the nature

of the Internet use

Looking more widely, key concerns relate to individuals
having their personal information compromised. Amongst
these concerns, finance features prominently, agsithe

exposure of personal information and the potential for

Visualisation and Other Methods Bkpression
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individuals and companies to misrepresent themselves.
Gender, length of Internet experience and education levels
all contribute to affecting the level of general concern. The
survey contains some intesting pointers as to the nature
of this effect: for example female respondents appear to
have a higher level of gendracaution than male
respondents; the more years someone has used the
Internet the lower the general level of caution and
education leved affect the nature of the concern

Part 1 LYGSNYSG ' aSNEQ LYTF2NXYIFGA2Y t NARGIOe@
Concern

The majority of respondents agree that control and
autonomy over the use of their data is important
HoweveE Mo ®ci2 2F NBalLlRyRSyda WKINRfe& S@GSND |yR p
Yy S @ Sdddser Mréements and privacy statements
before disclosing personal information for registration to
use an online site. Of the technical measures explored,
86.2% of the participants watch for ways to control what
people send them online, while only 10.4&4l to engage in
such safeguards. There also appears to be a slight tendency
for both more experienced and more educated users to
read user agreements and privacy statements.

Part Ill:Protecting Privacyn the Internet

There is a marked increase in l&ef concern for those in
the higher age group (41 years and above), as compared to
the lower age group (40 years and below). Olgernet
userstend to bemore cautious and yet people with more
years of online experience are less cautious.

Whilst female respondents exhibited a higher levef
concern, this isnot translated into using technology to
protect their privacy. Male respondents, on the other hand,
were much more likely to use technology to control their
privacy. Further, there are indicatis that ethricity', as
well as gender, has some influence thie degree to which
technology is used to control privacy.

! Ethnicity is one demographic factor employed to discern
the disparities in levels of privacy concern. We have
adopted the ypical measurement for ethnicity used in
large scale government surveys. The measurement tool
includes the following categories: nationality, skin colour
and racial group.
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Use of the Internet
Frequency ointernet Use

How often do you use the internet?

900 1~ 808
800 - Internet useis prevalent amongst the respondent$he
700 - majority of respondents (77%) access the Internet several
600 4 times a day17% use the Internet once a day. 4% access the
Internet 3-5 days a week. 1% access the Intern& days a
500 1 week. Less than 1% use the Internet Iésxuently than
400 1 once a week
300 - 182
200 -
44
100 - 1 1 2
0 - Ay _——— A
Several About 3-5days 1-2days Once Less
timesa oncea aweek aweek everyfew often
day day weeks
Years of Internet Experience
About how many years have you been an Internet User?
600 - 558 yy y
Approximately 53% of the respondents have 6 to 10 years
500 - of Internet experience. A fifth of the respondents have 11
to 15 years of Internet experience. Another fifth of the
400 respondents have 2 to 5 years of Internet experience. Only
3% of the respondents have 1 year or less of Internet
300 - i
02 213 experience.
200 -
100 A 30 45
O T T T T 1
1Yearor 2to5 6-10Years 1115 More than
Less Years Years 15 years
Location of Use of Internet Do you use the Internet, at least once a week, at (a) work
(b) school (¥ home (d) other?
Almost all the respondents (96%) have Internet access from
1200 1 1009 home. Work is another frequent location of Internet use
1000 - (52%). 9% of the respondents access the internet from
school. 3% of the respondents use the Internet at least
800 - once a week tother locations such as the library, another
541 LISNE2Yy Qa8 K2YSI Y20AfS LK2ySa
600 1 (PDA).
a0 1
200 -/ 93 28
' Ay
0 T T T 1
Work School Home Other
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Activitieson the Internet

Have you ever used the internet to do any of the following?

Visit virtual world

Get religious info
Create/Write blogs
Download podcast
Online dating
Categorize/Tag Online Conter
Read blogs

View live images
Download music/video
Rate Product/Service
Online auction

Play games online
Instant messaginc
Social networking sites
Search jobs

Get health info

Travel reservation
Watch video online
Visit govt. sites
Online banking
Purchase somethinc
Online Map/Search Direction:
Search Engine

Get news online
Send/Read an emai

0 200 400 600 800 1000 1200

Almost all the respondents (97.3%) have used ltiternet to send/read an email. 85.3% have used the Internet to read news
online or search for information. 84.4% have utilised the Internet to purchase somethingbMgbare not so prevalent in the
Internet activities of our respondents. Only 28% bé trespondents have read blogs on the Internet and only 12.7% have
created/written blogs of their own.

Most of the respondents have used the Internet for practical activities such as searching for information, travel resgrvation
online banking, etcHowever, kisure and entertainment activities such as downloading music/video, playing games online,
reading and creation of blogs are not as common amongst the respondents in their Internet activity patterns.
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Experience/Knowledge of Rracy Invasion

Frequency of Privacy Invasion

450 ~
400 -
350 -
300 -
250 -
200 -
150 -
100 -

50

0

441
44+

311

N
w
an

19

-7

Very Somewhat Nottoo Notatall Don't
frequently frequently frequently Know

Frequency of Reading/Hearing of news on Invasion of Privacy

500 -

400 -

300 +

200 -

100 -

471

324

168

46 39

Very Somewhat Nottoo Notatall Don't
frequently frequently frequently Know

Unauthorised Access to Credit Card Number or other Personal
Information

800 -~
700 -
600 -
500 -
400 -
300 -
200 -
100 A

775

44

Yes Mo Don'tknow

How frequently have you personally been the
victim of what you fet was an invasion of
privacy (e.g. receiving unsolicited phone calls,
unsolicited emailsgetc?)

The majority of the respondents (2@
indicated that they experienced an invasion of
LINKR @I O a4y 2 (. 3Wcegperignted |j dzS
LINKR @I O Ay @l abg yzSyE2ersS ¢
Fo2dzi mm: SELSNASYOSR L
FNBljdzSyiateé¢d wmoe: KIFGBS
invasion of privacy at all.

How often have you heard or read during the

last year about the use and potential misuse of
Odza i 2 YSNAE Q LIS MEkdlgtted on Ay F
the Internet?

Although a large proportion of respondents had

not personally experienced an invasion of
privacy, many had heard or read about the use
FYR LROGSYGALl ¢ YAadzasS 27
information collected on the web. 45%
indicated that they had heard or read about

such incideta &2 YSgKI G FNBI dzS
KIR KSINR 2NJ NBIR | 062dzi
FNBljdzSyiGteé¢d om:> KIFIR KS

AYOARSYyOSa ayz2i (22 7FNEX
had not heard or read about such incidescat
all.

Has anyone everobtained your credit card
details or other personal information and used
it without your permission?

The majority (74%) of the respondents have
never had their credit card or other personal
information used without permission.Only
about 22% had suffered the misuse of their
credit card or other personal information.

e ——
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Resources for Internet Use

Types of Internet Connection

. 411 What kind of hternet connection do youhave
450 th 5
400 - at home~
350 - 558 A DStenabled phone line is the most common
300 - type of Internet connection among the
3(5)8 77162 respondents (39%). Cable TV Modem and ISDN
150 - are the next most popular options at 25% and
100 1 36 35 ' " 17% respectively. Other types of Internet
i 13 tion include mobile bratband
50 o - ' connec
-
0 . . ;
Q/\)(\Q/ \o,b(\b\ ‘00(\6\ \o'b{\b\ @Q% (&\’Q) \*\Q}"ﬂ \{.(\o$
& O &S & &° © N
& & & ¢ & &
< <% & L &
e Qob K o
(O Q‘(\o 4@ \<(‘\° .\‘ée
& s
o"&&

Speed of Internet Access

What is the speed of your Internet access?

350 - 302
300 - Many respondents do not know the speed of
232 their Internet access (29%). Only 2% of the
250 4 173 176 respondents indicated that the speed of their
200 - 141 Internet access is 1MB.
150 -
100 -
o -I T T T T 1
1MB 2MB  4MB  8MB  Above Don't
8MB know
Types of Technologies Owned
) 935 Which of the following technologis do you
1000 —
802 own?
200 704
988 _ 563 The respondentshave a significant level of
502 ;
600 - technological acces89% ofespondentsown a
288 335 mobile phone. 77% have a desktop, 67% a
300 - 138 179 laptop. 54% are connected to the Internet via a
200 - -I 3 wireless Internet router. Only3 of the
108 i -l - respondents have noneof the technologies
P specified in the survey.
& K § & sz“o & & & F
'zo & & &
¥ N &
e‘-)(’ © (7\(\
Q‘}Yé‘ ,,\e}e’(’
N N
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Attitudes towards Privacy

General Concern about Privacy while using the Internet

600 - 516
500 A
400 A 285
300 - 215
. 7

108 A —

Very  Somewhat Not too Not Don't know

concerned concerned concerned concerned
at all

Concern about Personal Information acquired pgople whom one
does not know

600 - 517
500 -
400 -
300 - 187
200 -
100 - ' 29 13
0 . . . -. -__
Very  Somewhat Not too Not Don't know
concerned concerned concerned cor;tt::Ined

Concern about Personal Information acaed by friends, family or
people whom onedoes know

500 ~

438
400 - 315
300 -
200 ~ 146 134
100 I 15
: : : : V-

Very  Somewhat Not too Not Don't know
concerned concerned concerned concerned
at all

Generally, how concerned are you about your
privacy while using the Interne?

27.2% of the respondents indicated that they
FNE a@SNE O2yOSNYySReé¢ |0
using the Internet, while @5% stated that they
FNBE ay2d G22 02y OSNYSR:
privacy. The najority of the sample population
onpdw>0 AYRAOFIGSR GKIG
O2yOSNYySReé¢ | o62dzi GKSANJ
LYGSNySid FyR 2yfteée Hom:
Fff€o

How concerned are you about businesses and
people whom you do not know, getting
personal information about you and your
family?

Hy @y 2F (KS NBaLRYyRSyl.
about businesses and people whom they do not
know acquiring personal information abt

them. Almost half of the sample population
LINEFSaaSR (2 0SS aaz2yvYSsK
their personal information being acquired by
businesses or people whom they do not know.
hyteé Hoyz FNB ay2i 02y 0!

How concerned are you about familyfriends
and people whom you know, getting personal
information about you and your web
activities?

In contrast, there are lesser concerns about
family, friends and people whom one knows
acquiring personal information. More than half

of the sample populatio®f I A YSR {2 68
O2y OSNYy SR onmodyz0 2N &
(12.8%).

Visualisation and Other Methods Bkpression
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Attitudes towards Internet Mechanism$o
protect privacy

Attitudes towards Online Privacy Policies

600 -
500 -
400 -
300 - 211
200 -
100 -

0 T T 1
Yes No Don't know

Attitudes towards Privacy Seals or Third Party Audits of Privacy
Polides

1000 - 25

800 -

600 -

400 -

20 & 4
O T T 1
Yes No Don't know

Attitudes towards Tracking of Web Pages

500 -
400 -
300 -

200 -
100 +

Helpful ~ Harmful Both Neither 52 y Qi
helpful and helpful or
harmful ~ harmful

Do you believe that online sites will actually
honour privacy policies they have posted?

28.5% of the respondents believe that online
sites will honour privacy policies they have
posted. Almost twice as amy (51.3%) of the
respondents do not believe that the privacy
policies are actually observed by the online
sites.

Would you be more comfortable about ofine
transactions if the site had a privacy seal or
some other demonstration that a thireparty
audit of its privacy policies has been
completed?

86.6% of the respondents expressed more
comfort with online transactions if the site has a
privacy seal or some other demonstration that a
third party audit of privacy policies has been
completed.

If an online site DID track the web pages you
have visited, do you think that would be...

43.1% of the respondents felt that tracking of
web pages they have sited is harmful. 39.7%
recogni® that there may be both benefits and
disadvantages to the trackindg web pages they
have visited.

Pagel0
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GeneralConcernfor Privacyon the Internet

The list below shows the privacy scale used to measure general concern. It is derived from an earlier scalefth privacy
item, the respondents would rate on aade of 1 to 7, where 1 indicates\ery Lowcause for privacy conceisnd 7 indicates a
Very Highcause for privacy concern.

A Ranking of general concerns about Privacy on the Internet
(in descending order of importance)

Types of Concern Concern Level

1. Online identity theft 6.13%6

2. My credit card number being obtained and
intercepted by someone else if | use my credit 6.124
card to buy something online.

3. People whom | do not know obtaining persong

information about me from my online actiwits. >.760
4. My credit card being mischarged if | use my
. : . 5.751
credit card to buy something online.
5. Being asked for too much personal informatiol
: . 5.599
when | register or make online purchases.
6. Emails | receive containing a seemingly
legitimate internet address that may be 5.583
fraudulent.
7. A computer virus sending out emails in my 5578

name.
8. People online not being who they say they are 5.540

9. The emails | receive not being from whom the

5.443
say they are.
10. Online organisations not being who they claim
5.267
to be.
11. Unauthorizeckelectronicaccess to my medical
4.9
records.
12. My email being read by someone else besides
. 4.846
the person | have serit to.
13. Information about me being found can old 4.819
computer. ’
14. An email that | have sent to someone being
X . 4.768
inappropriately forwarded to others.
15. An email | have sent to someone being printer 4519

out in a place where others could see it.

Visualisation and Other Methods Bkpression Pagell
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General Concern for Privacy on theternet by Gender

The graphand tablesbelow show the difference in views about privacy concerns between the genders

Male

5.2 5.25 53 5.35 5.4 5.45 55

Top 5 General Concern about Privacy on the Internet in Males
N =523, Mean age = 43.2 years (rangeg, 83 yearsSD= 13.9 years)

1. Online identity theft.

2. My credit card number being obtained and intercepted by
someone else if | use my credit card to buy something online.

3. People whom | do not know obtaining personal information
about me from my online activities.

4. My credit card being mischarged if | use my credit card to buy
something online.

5. A computer virus sending out emails in my name.

Top 5 General Concern about Privacy on the Internet in Females
N = 525, Mean age = 39.6 years (rangeg, I8 yearsSD=13.8 years)

1. My credit card number being obtained and intercepted by
someone else if | use my credit card to buy something online.

2. Online identity theft.

3. My credit card being mischarged if | use my credit card to buy
something online.

4. Peopk whom | do not know obtaining personal information
about me from my online activities.

5. Being asked for too much personal information when | register
make online purchases.
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Average General Privacy Concern for Causes of Privacy Infringeatgoss Gender

Average General Privacy Concern is calculated by the mean score across 15 items per respendées. demonstrate a higher
level of general concern about causes of privacy infringement on the Internet as compared to males.

General Conern for Privacy on the Internet binternet Experience

The graphand tablesbelow show the difference in views about privacy concerns between those difitarent levels of Internet
experience

11 years and above

4.8 5 5.2 54 5.6

Top 5 General Concern about Privacy on the Internet afpendents with11years of Internet experienceor more
N = 58, Mean age 43.5 years (range: 1874 years,SD= 12.3years)

1. Online identity theft.

2. My credit card number being obtained and intercepted by
someone else if | use my credit card to buy sdamreg online.

3. People whom | do not know obtaining personal information
about me from my online activities.

4. My credit card being mischarged if | use my credit card to b
something online.

5. Being asked for too much personal information when | regis
or make online purchases.

Top 5 General Concern about Privacy on the Internétespondents with 810 years of Internet &perience
N = 790 Meanage = 40.7 years (range: 4 82 years,SD= 14.4years)

1. Online identity theft.

2. My credit card number being ¢dined and intercepted by
someone else if | use my credit card to buy something onlin

3. People whom | do not know obtaining personal information
about me from my online activities.

4. My credit card being mischarged if | use my credit card to b
somethingonline.

5. Emails I receive containing a seemingly legitimate internet
address that may be fraudulent.

Visualisation and Other Methods Bkpression Pagel3
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Average General Privacy Concern for Causes of Privacy Infringement dausts of Internet Experience

Respondentsvith more than 10 years of experieda@s an Internet user display a lower degree of concern about causes of
privacy infringement on the Internet, relative to the group of respondents who have 10 or less number of years of Internet

experience.

General Concern for Privacy on the Internet bgvelsof Education

The overall conclusion from these questions is tHa higher the completed education level of the respondents, higher
level of general concern about causes of privacy infringement on thenktteTheanalysis beloweflects the lweakdown of the

results related to levels of education and general concern.

Top 5 General Concern about Privacy on the Internet of respondents waitleast a university degree
N =409, Mean age = 41.0 years (rangeg, 83 yearsSD= 13.9 years)

1.
2.

Online identity theft.

My credit card number being obtained and intercepted by
someone else if | use my credit card to buy something online.

People whom | do not know obtaining personal information ab
me from my online activities.

My credit card being rscharged if | use my credit card to buy
something online.

Being asked for too much personal information when | register
make online purchases.

Top 5 General Concern about Privacy on the Internétespondents without a university education
N = 45Mean age = 51.2 years (range: 268 yearsSD= 12.7 years)

e ——
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Online identity theft.

My credit card number being obtained and intercepted by
someone else if | use my credit card to buy something online.

A computer virus sending out emails in my name.

Emails | receive containing a seemingly legitimate internet addi
that may be fraudulent.

My credit card being mischarged if | use my credit card to buy
something online.
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LYGSNYSG | aSNEQ LYF2NXNIOA2Y t NAGI O [/ 2yO0O
(The IUIPC Scale)
Privacyconcern can be measured in terms of collection, control and awareness. This is derived from an established

measurementscale [2C2 NJ S+ OK LINR @ 08 AdGSYZ (GKS NBalLlRyRSyida ¢2dzZ R NI
5Aal AINBSsG SRSk Si 226Gt AYyRAOFGS&a a{dNRy3afe ! ANBS¢ (2 (GKS af

Privacy itemgor Collection:
1 1 am concerned when online sites ask me for personal information.

1 When online sites ask me for personal information, | sometimes think t
before providing it.

1 1 am concerned about giving my personal information to many online s

1 1 am concerned when online sites collect personal information about m

Privacy items for Control:

1 Online sites should provide me with the right to exercise control and
autonomy over decisions about how my information is collected, use a
shared.

91 | believethat online privacy is invaded when control is lost or unwillingly,
reduced as a result of a marketing transaction.

Privacy items for Awareness

1 Online sites seeking information online should disclose the way the dat
are collected, processed and used.

1 Agood consumer online privacy policy should have clear and
understandable disclosure practices.

1 Itis very important to me that | am aware and knowledgeable about ho
my personal information will be used.

e ——
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IUIPC: Collection of Information

400 -

357

350 -

300 -

250 -

200 +

150 -

100 -

NN NN N N N

50 -

1.00 or 1.01-

less

2.00

2.01-
3.00

IUIPC: Cuatrol of Information

3.01-
4.00

4.01-
5.00

5.01-
6.00

6.01-
7.00

NN N

N\

490

500 -
450 -
400 -
350 A
300 - 261
250 1 175
200
150 - 107
100 -

50 75 1 9

0 A A

1.00 or 1.01-

less

2.00

2.01-
3.00

3.01-
4.00

IUIPCAwarenessof Privacy Practices

4.01-
5.00

5.01-
6.00

6.01-
7.00

34.1% of the respondents strongly agree ttha
they are concerned when online sites collect
their personal information. Only about 16.1% of
the respondents disagree that the collection of
personal information by online sites is a
concern.

46.8% of the respondents strongly agree that
online sites should provide them with the right
to exercise control and autonomy over
decisions about how their information is
collected, use and share@nly about 11.6% of
the respondents disagree that having control
over collected information about themseds is

a concern.

51.2% of the respondents strongly agree that
Internet sites seeking information online should
disclose the way the data are collected,
processed and use®nly about 10.4% feel that
having awareness of such privacy practices is
not a concern.

600 - 537
500
400 A
300 Vv 248
200 +~ 154
94
1007 5 1 9
0 A —— =y
1.00or 1.01- 2.01- 3.01- 4.01- 5.01- 6.01-
less 2.00 3.00 4.00 5.00 6.00 7.00
Pagel6
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IUIPC between Age Groups

Mean level of concern about collection of personal infornteon by
online marketers differentiated by age group

<41

Mean level of concern about control of personal information
collected by online marketes differentiated by age group

<41

>=41

5.5 5.6 5.7 5.8 59 6 6.1

Mean level of concern about awareness oprivacy practices online
differentiated by age group

<41

The older the person is, the higher his/her level
of concern about collection of personal
information practices. Respondentdelow the
age of41 report a lower degree of concern
about collection of personal information by
online marketers, compared to respondents
aged 41 and above.

The older the person is, the higher his/her level
of concern about control fo personal
information collected by online marketers.
Respondentdbelow the age oft1 have a lower
degree of concern aboubaving control over
personal informatio collected by online
marketers, as compared to respondendged
41 and above.

The oler the person is, the higher his/her level
of concern about awareness of privacy practices
online. Respondents whose ages are lower
than 41 have a lower degree of concern about
having awareness of privacy practices online, as
compared to respondents agetl and above.

Visualisation and Other Methods Bkpression
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IUIPC betweerGenders

Mean level of concernabout collection of personal informaon by
online marketers grouped by gender

Male

Female

525 53 53 54 545 55 555 56

Mean level of concern about control of personal information
collected by online marketers grouped byemder

Male

5.75 5.8 5.85 5.9 5.95 6

Mean level of oncern about awareness oprivacy practices online
grouped by gender

Male

5.95 6 6.05

5.8 5.85 5.9

Relatve to females, males expressedi@ver
degree of concern regardinthe collection of
personal information by online marketers.

Similarly, males expresseda lower degree of

concern regarding their control of personal
information collected by online marketers
relative to female respondents.

Gender appears to be significant factor in
influencing the degree of concern about
awareness of pviacy practices online. Males
report a lower degree of concern about
awareness of privacy practices online than
females

Pagel8
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ProtectingPrivacyon the Internet

In order b examinerespondent® 0 SKI @A 2dzNJ I yR | OQGA2ya Ay thdsFabideddfiediR flyThis ( K S
scale useswo distinct factors underlining the actions people may take to protect their privacy online. The first factor represents
General Caution and reflects protection of privacy based on common sense steps. Thd fator, known as Technical
Protection of privacy, requires a specific level of technical competency and involves sophisticated use of hardware ara softw
as tools for safeguarding privacy. While everyone can engage in General Caution to protemtltheiprivacy, a higher level of
technical knowledge is necessdoy Technical Protection.

Participants responded usingd32 Ay 4 aOFtS F2NJ SFOK AGSYZ | yOK2NBR FTNRY «a
General Caution are:

1 How often do you read user agreements and priveiatements before
downloading or installing programs or files from the Internet?

1 How often do you read user agreements and privacy statements b
disclosing your personal information for registration to use an online sitg

1 Do you only register for dnk sites that have a privacy policy?

1 Do you look for a privacy certification on an online site before you reg
your information?

The itemdor measurement of Technical Protection are:

Is your browser set to accept cookies, or not?
Do you check your computer for spyware?

1
1
1 How often do you delete your terogary Internet files and cookies?
1 How often do you clear your browser history?

1

Do you watch for ways to control what people send you online? (E.g. ¢
boxes that allow you to ogh or optout of certain newsletters, discount
and other offerings)

]
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General Caution on the Internet

Reading User Agreements & Privacy Statements before downloading/
installing programs/files from the Internet

How often do you read user agreements and

350 - 325 privacy statements before downloading or
300 Ve 783 installing programs or files from the Internet?
Approximately onehird (31.0%) of the
250 4 Lo respondents indicated that they read user
200 169 i agreements and privacy statements before
downloading or installing programs from the
150 - LYGSNyYySai avyzadg 2F GKS
100 | aaz2ySiAaySas Rz a2z wmyd
58 GKIFNRf& SOSNE R2 a2 I yE
50 24 (i K S & @esatbf 560 revealed that they have
Gy SOSNE NBIFIR dzaSNJ I 3aANB
0 ' ' ' ' ' ' statements before downloading files from the
\%‘ﬁ é‘@e é\@@" \@@‘ @@‘ ‘&\é\o‘“ Internet.
0 ® &
&

User Agreements & Privacy Statements bed disclosing personal
information for Online Registration

How often do you read user agreements and

350 - 298 305 privacy statements before disclosing your
300 - personal information for registréion to use an
250 - online site?
200 - 140 .
i In contrast to the act of downloading or
150 1 installing programs ofiles from the Internet,
100 - 52 51 respondens tend to be more active in reading
50 - user agreements and privacy statements before
0 ' ' ' ' ' : disclosing their personal information for
"y <% & & & & regidration to use an online site. 22.1%
A R S NBLERNISR GKIdG GKSe &l
o,;é;\ < ¥ ° agreements and privacy statements before
N disclosing their personal information, 28.4%

AYRAOIGSR GKSe& R2 a2 a)
HpOM: & GSR G(KSe& aaz2yYSs
13.6% réJ2 NIi SR & KdoMdR fordy 5899 S NE
NEZSFE SR (KIFG GkKSe KI @S

ar
S

e ——
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